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FORT GEORGE G. MEADE, MARYLAND 207885-8000

18 February 2010

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/ASHO) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AFOH0) Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no rcason to believe that any intelligence activities of the National Security
Agency during the quarter ending 30 September 2009 were unlawful or contrary to Executive
Order or Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of
Executive Order 12333.

(UW/AeH0) The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

GEORGE EL{JARD

Acting General Counsél

{U/F6B6) 1 concur in the report of the Inspector General and the General Counsel and

hereby make it our combined report.
KEIW l@:UXA‘ NDER

Lieutené{nt General, Uv. s. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report
This document may be declassified and marked

“UNCLASSIFIED/#or-Offtcia-tse-Omy®

upon removal of enclosure(s)

Epprovedior Release by NSA on 12-19-2014, FOIA Case # 70309 (Litigation))
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(B ( ~P.L. 86-36
L% 1. (UIFFSYO7} Intelligence, counterintelligence, and inteHige’hce relaté‘d activities
::that violate law, regulation, or policy substantiated durmg the quarter as well as

iy, \actmns taken as a result of the violations ) .

(’I J HntelliggncéAgtivities

- +o-H5AT T Unintentional coilectmn against United States persons
Y ”‘1]\ quartcr terL \\ue.mslamu in which Signals Intelligence (SIGINT) analysts
“inadvertently rartmtuj or collécted communications to, from, or about United States (U.S.)
D\.I sons while pmsumﬂ foreign intelligence tasking. All intercepts and reports have been LiLlLlLd
ordestroyed as required by United States SIGINT i)ncgmn (USSID) SPOOLS. ‘

Tréve!;_to the United States. During this "‘?P“I‘ﬁ“?
|lhe United States.

= roaes ; ; - ()nl |\ SA analvsts learned thad lof their
 targets had srrived in the United States un|
a1 I( ollection was suspended on] 1
. intercept obtained while the targets were in the United States was deleted from an NSA database
| | No reports were issued from the deleted mtuu.pt.

-P.L. 86-36

An NSA analyst failed to uhuk hl\ tm get’s h.l;.phnm HLILQIO[“\

when he learned on that his-target' sf ™~ kelector was
| Thé telephone selectors were detasked on] . |

A report hd%u.l on unintentionally.collected domestic communications containing foreign

intellig information-was issued to the]
as allowed by Attorney General authorized procedures and NSA reporting

policy. e TZE R (1)
el T (B){3)-P.L. 86-36

Analyst error.resultedin a stluiﬂl remaining on tasking.for_

thrc.u Lid\‘s \\hxlc‘ the 'lsm)ualgd foreign mln]lwmu, target was-in the U Inited States. On|
{the analyst submitted the wlu.hn for dud\kmﬂ W hen she learned|

Iiht_ United States. |

-

: ThL discrepancy was found and
corrected on| fw h;_n liu selector was detasked and collection was purged from

NSA databases.

3 Collection occurred on a foreign intelligence target while

he was in {hg U mtui Stalgb (h‘l an NSA analyst learned that the target

traveled to the United States o |

Collection was purged from an NSA database on] I e ‘
“(b) (1)
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TOP SECRETHCOMINTANOTORN

An NSA analyst ov uluukndl |\th he detasked a

tumg_n lmcliwcnu, Lirg:l S wulnumsl |the United States on
| | The select tor was found and detasked on| fintercept
collected while the target was in the United States was purged from an NSA database on

(U) Tasking Error = (b)(3)-P.L." 8636,

I:l an N§

AU.S. telephone number.was mistakenly tasked for collection;
A analyst tasked a teley >hone ﬂumbu believed to be associated with a foreign

intelligence target. | . ]
a U.S. number. The selector was detasked <m| |1u.ulr'n;: mtuc pt
was purged. No reports were issued on the collection. e e ) (1)
[ (b). (3 -P.L. 86-36
. [ an NSA ]dnL_uaEg analyst Immcd 1hdt| |
ail\cd telephone number selectors believed to be used by foreign intelligence targets. The
resulting collection otDLJHt- was deleted and the selectors-were detasked o:n| |
No reporting was produced based on the collection. -~
(b) (1)
(U) Database Queries’ EE; Eii :g?;}%;g? )

SHSHANE ()I'Dou.dsmm analysts constructed poor database queries that had the effect of
m:numu .S, persons in databases with unminimized SIGINT information. and nnDot those
occasions, the queries returned results from the ditabase. The returned results num the overly
broad or incomplete queries were deleted. and no upmt\ were 1ssued:-Procedural errors
contributed mIJ__loi tthno ations: r————ERE () (1)

o 7 | an NSA analyst gueried a
in an NSA database. @he érror occurred because The analyst did not perform
broper verification of tlul ‘before submitting the query. The query returned
ﬁ?’t%ll[l% which were deleted on |y\h reporting was issued based on the
query-results:
- |
1)
13) -1871sc..798
(3)=50 USC 30243 . Il [the database auditor found the error. The analyst
3)PL 86-36 , ~ _ .  The
N deleted the giery-results onl when he returned from leave. The results were
not reviewed prior to-deletion: | |
. LA a - : |';m NSA analyst queried an NSA
ddldbd‘sel on a foreign intelligenge target while the target was in the
~ United States. The analyst mistakenly believed that he“could search] |
1 khe United: blalu, | resulting

intercept was purged from the NSA database on
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*  (FSHSIANT |humun error resulted in the tzu‘gcting’sufa {_,".Eiflclcpl1nnc
number. - A SIGINT analyst| :
| of a-foreign mtelligence target i an NSA damhaw contmnmn
- _unminimized and unevaluated SIGINT data. The query and xuulls were LI-_ku.d-
No reports were issued.
. =] | an NSA-analyst qumcd U.S. Communications
‘\cc.unl\ (L OMSEC) telephone numbersin an NSA database. The query . -
returned results. The data retrieved by the query had aged off of the database hx

(3) PlIL: 86:36 %

HsHA |\\ hile reviewing &Lﬂl\ leatned in a query tool training
dasx an NSA analyst queried on himself and another U.S. person The
“analyst explained that he thought the query tool was a training version. This violation
was found by the analyst's auditor. No collection resulted from the mistake. The analyst
completed additional H/SSID SP0018 training and was counseled that targeting U.S,
persons was not authori%éd-.a:t‘any time.

5 : a SKJlf\l analyst targeted a U.S. telephone number
\\!n,n querying a telephone number believed to be used by a \dlld foreign intelligence
target. The mistake occurred because the anal_)« >t| | The
query did not return any results and was deleted| when the analyst
returned from leave. No reports were issued,

an NSA analyst queried an

| The analyst believed that it could be queried
becausql |\0 collection resulted from &ht:
query and no reports were issued. '

| an NSA analyst ‘inadvcr'lkcml y targeted a LlS.JI:l
\\hli researching mformation on| Iasancialéd with a valid foreign target.
“The erroneous query was detected by an auditof] | The query produced
S results; howéver, no reports w ere issued hased nn Lhc query. The analyst détasked
© thes }eum| | ) ‘

“lan NSA analyst pukn 1md a query unl

thal n.sultud in the collection of U.S. data-due to a system n.r)‘m|
The dntt]\ st dd‘.,tnd the n—:t;uilq mlhuut n_\ munn 1hun‘ |

8 UsSC 798
0 UsC 3024 (1)
.L. 86-36
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" 54 4| |human error uquitul mihe mgumu of thI of
U.S. ;'n.,l sons. An NSA analyst performed L]IILIILHI N
| | The] |u,]uqn.x}1di ,i a total of|
“results. The analyst deleted the queries and query re %lllt“: onl il i |T\Tn

upmlmn was msuLd bam.d (m iin. g eries

, : - lan NSA ana )Sl queried a raw SIGINT database
R me.. After realizing the mistake. the analyst

% p.n. s6-3¢ immediaicly defeted thn qm_r\ ang] __Jresults from the dambaw No SIGINT reporting
sl was produced Imm the query results, ' |

I an NSA analyst pcrformféd a query On.|:|

in araw SIGINT database while researching a foreign intelligence target. The
mistake occurred because the analyst was not familiar with u»ms, tlk database. The
analyst deleted the query and msu]ts l}mi same day.

. N During an audit of an \RA amhasc R database
m1dm>r- noted that an analyst had queried| on] | The
error occurred when the analyst copied and pasted the] |hnm one database to
another. After realizing the error, the analyst deleted the query] | No
information was disseminated.
Sib) (1) |
(U) One End of the Communication in the United States EE; 8; E?L?Sggg? (1)

By agreement. pursuant to Executive Order 12333, uimnrimized

(b) (1)
: (b) (3)-18 USC 798
(L DetaSklng Delay (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
. - . - :l 1 2ctors associate d with a valid foreign
m{dhﬂtme ldl”d 1emdmui on tasking after the target entered the United States-on

| The NSA analyst detasked the selectors on]
rrrrrrrrr after returning from leave.-No-collection-occurred-between land

G2 R R
(b){3)-P.L-86-36

. St telephone selectors relat Ll to a-'U.S. hostage in [were not
... detasked for two days following the hostage’s release. The NSA analy st was notified by
N |at which time the selectors were -.’ieLas’ked. While

b) (1)
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36
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O SECRETFCONMBNTROFORXN

NSA’s Attorney General authorized procedures allow the targeting of U.S. persons
reasonably believed to be held captive by foreign powers, collection should have ceased
when the hostage was released. No collection occurred from the unauthorized targeting,
and no reports were issued for that timeframe.

=) A selector belonging to a foreign intelligence target was
not dtt'h}\ad W hen lhe target traveled to the United States on two separate occasions, in
one case due to a software problem in the Although an
NSA analyst detasked the e-mail selector on |
| Idikd to detask the selector. The analyst did not 7
verify detasking and was not aware of the software problem until | On’
the analyst was |
from| | The analyst detasked|

when ddd\km“ dow not oceur. \7& e mH pm\ uie an upddlc uhm the. soltv\arn pmhlum
has been resolved. - ‘;;..\.(.b) (1)
e (B) (3)-P.L. 86-36
SA5EA Human error caused targeting of 1S, pus(ma ‘hc_,x nml the dates in

consensual collection agreements. Targeting occuired mx casions bm\\un
| |and'| because NSA: analysts did not review consensual
collection tasking. No collection resulted from the targeting errors. The errors resulted

from a lack of training for new personnel: personnel transition, and manpower shortages.

I'o reduce the risk of recurrence. the organization created i

before each authorization’s expiration.

SHAHAES Human error resulted in the targeting of a U.S. person when an analyst
SRS ¢ 1 1c3 (< &1 a foreign
8 USC 798 intelligence target.. The analyst did not consider that this could retrieve results on the
0 usc 3024 (1)U.S. person. While reviewing the query results, the analyst recognized the mistake. On
L. 86-36 |thc.tmal_\-st deleted the query and the results were deleted from the NSA
database. No reports were issued. The analyst-was counseled on how to create proper
queries. YD) (1)
: (b) (3)-P.L. 86-36
SHAHS Dissemination of U.S. identities The NSA E tllcrp11~.L nxuch:lSIC}'I?\?T
pmduu reports during this quarter. In those reports.-SIGINT analysts disseminated
communications to. from, or about petsons or entities obtained while pursuing
foreign intelligence targets. SIGINT products were cancelled as NSA and Second
Party partner analysts learned of the U'S. persons, organizations. or entities named in the
products without authorization. The data was deleted as required and the reports were not
reissued or they were reissued with proper minimization.

/,r‘u G s
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86—36 B T S DS S S P
» TOF SCURE T7CURVITN T INOFPURIN

8 UsSC 798
0 UsC 3024 (1)
86-36

u »The Forelgn lntelltgence Survemance Act (FISA)

l N Unauthonzed Targetmg

lan NSA analyst rev u,\\mtfl ‘"[Selt:clurs

imrncd thfu a Imm_n tar 5:;1 had traveled o thc United States:| | the analyst
deleted the] Jand instructed branch personnel m delete an e- mml
| I’\TO Iup()ii\ were 1ssued based on the collection. 5

| | an NSA analyst learned that a selector for an approved 't'argdlf‘a._
ona } l‘w( order remained on tasking | f

The selector remained
tasked from| [ The analyst detasked the telephone number on
| | No reporting was issued from lh_él intercepts collected from the selector.

|an NSA analyst targeted a U.S. person before proper
aulhunm(mn had been obtained. The analyst lmlmdmld\' deleted the query after realizing that
the selector belonged to a TS, person. No collection resulted from the query.

(U) Database Queries R (3)7F. L. 86736

S On becasions. SIGINT reports were can(‘je] ed and not reissued. During a
post publication review, the NSA ‘[Chief found that U.S.
organizations were mentioned in the reports. On the first occasion] |was
listed, and in the remaining]  Jreports, ssociation was mentioned. The reports were
reissued with proper minimization. Thclﬂcamctlgd SIGINT reports are mdudui m the item
above on unintentional d Issammatton ol U.S. identities. '

(b) (3)-18 USC 798
(b) (3)-P.L. 86-36

(L7) Retention

, 57 an NSA database developer noted that a

database cunmmul F IS A dala older than the retention time authorized by the court. The data

was discovered during a review of |
| All files containing the FISA data were mov ‘dl

-T'o prevent future retention errors, the developers ha\e

land implemented| ]

FISA data and pumdncmf emove Tl\j A data older {han one year.

o Business Records (BR) Order e 3y B L. 86-36

e Business Records Order ~On 17 and 22 September 2009, an NSA
.zlml\ st forwarded reports and an e-mail to ‘leared pérsonnel who had not received required
cialized BR H’annL

(b)k3)—p.L. 86-36

(b) (1)
(b) (3)-50 UsSC 3024 (i)
b) (3)-P.L. 86-36
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Pen ReglsteriTrap and Trace (PR/TT) Order

£ N | |dn NSA analyst initiated a query beyond the authorized number
of hop\ Imm an approved PR/TT seed address. The analyst was using an earlier version of a
software tool| th query did not produce any results.

The latest version of the tool was implemented

(U) The Protect America Act (PAA)
(U) Nothing to report.
(U) The FISA Amendments Act (FAA) p

b
; (b)(3)-50 USC 3024(1i)
(U) Section 702 o BHERTE e 86736

(U) Targeting

SHSHAR S S3 A software error caused a foreign mldhs_’u\u, target. tasked
under the l"',—'\.-'\l |€ ertification, to remain on collection at NSA|

| I\khilc the target was in the United States. The software error
occurred on Jand lasted only two minutes. While preventing the complete
detasking of the selector, the detasking interface indicated a successful detasking. The error was
found| | The selector was
detasked between| [ Research to determine if other tasked selectors were

affected by the same software error was conducted. No other selectors were affected. All
resulting collection was purged from NSA databases, and no reports were issued ilom the
wiicumn ;

-P.L. 86-36

()n::l'm NSA dnah st crr(mcumf*« mlel puud data

ami larg Letud a non-U.S, person without sutlicient basis to belmu that the target
had left the United States. The selector was detasked mwilu.lion obtfumd for that
mm pumd was purged from NSA databases, and no upnrts were issued. [ ]

—~ Selectors tasked on] -~ |lor a foreign
mtclln_mu target were tl\,l‘]%kuj onl on \hc; advice of the NSA OGC. Upon
review | and discussions with the tasking analyst, the OGC
attorney determined NSA had insufficient justification to task the selectors. Data collected from
th; selectors was purged from NSA databaseq and no reports
were issued from the collection.

8 USC 798
0 UsSC 3024 (1)
.L. 86-36

"U(JWH



: (.)nl’ ; Immaiuns the selectors

"UU‘II—\

.L.

8 UsSC 798
0 USC 3024 (1

86-36

s for foreign intelligence targets
Certification remained on I.1H|\1I"Ii' while the mrm\ were in

I:I’(hn United States. the NSA analyst attempted to detask the targets' selectors hut was
The analyst

unable to enact the detasking because her detasking privileges had been Lhdﬂ”LLi

Idl]d detasked

DOCID: 4165579
(b) (1)
(b)(3)-50 USC 3024 (i)
(b) (3)=P.L. 86-36
((11) Detasking Delay
dskud undcx th
the United States Trom] 7 Juntil|
found the sofiware mistake on
Bl thL se Ic-ums on
(b) (3)=

ddaskm-' ofa sdcuml

|t"1-. [United States.

e-mail selector o1 when 1 T,
Rr‘:s‘.mh revealed that th sent duplicate dctaakma entrics to the tasking system, Lausmg

['he software glitch was corrected]

“the svstem to ignore the detasking request.

: =9 While conducting aj
E |<m \S/\ dnal\ cst tmmd that one selector belonging to a target was missed when the target's

FAA sUFLLIUHC\]L\\

[o2< Je)

w e~

'( ulluham that occurred while the targets were in lhu U mlxd States

|\S \ analysts discovered that a software glitch prevented Thl.
~linside the United States. NSA attempted to detask the

86-36

lthe

United dlates.

=43 Human error resulted in a delay in detaski

I'heselector was detasked|

gt [and 1o reports were issued.

mg an ¢

=-matl selector

| No collection resulted belweeq |

selector.

the selector was detasked on]

S ‘No réporting resulted froni the unaihorized collection.

“) A target, tasked for collection under the F \ \

[to detask the
fwhen the e-mail selector.was
the United States. and resulting collection was purged from an NS/ A lel"lbd\q

C ummumn was not dctdsked in time to avoid collection when the target entered the United

States :ml

detasked untif

detasked.
\\;.ze umuul on the ntercept.

lL )’«*Dissemination

[was purged from an NSA dambaw|

o

mtdlmmu target tasked under FAA

== I:l‘»IuI\ T reports wgre cancelled and n¢

| Although the NSA analvst submitted the dem«kmﬂ ILQULHl on

Consequently, 1hc ss,lcum was not

[vas collected before the target's selector-was
| No reports

-18 UsSC 798
-50 USC 3024 (1
-P.L.

86-36

eissued. In the ﬁi':;i report. a foreign

Certification

(b
(b
b

) (
) (
) (

1
3
3

)
)
)

86-36

-50 USC 3024 (1
-P.L.

)

Y USC 3024 (1
.L.

)

)
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() (3)-50 usc 3024 (1)

(b)-(3)-P.L.

86-36

( uuhunmn, were mnwl]ad W hl.l'] T\.S.\ d[’\d]} :'slb ]uu md lhdt the IdILL:Ll

was a naturalized U.S. citizen. The cancelled SIGINT reports are included in the
aforementioned sccno*n on the dissemination of U.S. identities.

ARETOE5A = an NSA analyst forwarded FAA data to NSA
personnel, some of whom were not authorized to-view FAA data. The e-mail was recalled and
recipients deleted copies| E

(U) Section 704 (b) (3)-P.L. 86-36
(U) Nothing to report

(U) Section 705b
:(b)(3)—P.L. 86-36

(L) Database Queries

FSHSTH an NSA analyst did not perform-due diligence prior to
conducting a query mresponse To|_____ Jrequest for information. The analyst who s the subject
matter expert on the foreign intelligence target was on leave. so another analyst researched the
request. Although the analyst was not told that thq.-~ ~ Jwas a U.S. person who
was previously the subject of FAA 705b coverage, the analyst should have fully

researched the target prior to acquiring d;ua"‘{ih a foreign intelligence target. The analyst

failed to check the expiration of the court order prior to his query. The court order had expired

on ihu. mistake was ‘found by the subject matter expert when he returned from
| | The queried data was dddud| |\o dam was
disseminated to| . |aml no reports were issued. TN (1)

. S —F) lan NSA analyst mistakenly queried a-
touwn mtelhunu hug., -t's selector in @ NOA database] |

. The analyst rcahzcd the errorand deleted the query results onf

NO reporis were isstied on th-. qm.r\ rmullq

. ) ()
U) Other (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

(U Unauthorized Access

(U) Computer Network Exploitation (CNE)

8 UsSC 798
0 UsC 3024 (1)
.L. 86-36

"UU‘IH
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-18 UsSC 798
-50 USC 3024 (1)
-P.L. 86-36

8 UsSC 798
0 UsC 3024 (1)
.L. 86-36

) mrA

(b~ (1)

D) (5) 18 UsC 798
He—3==50 USC 3024 (i
(b) (3)

;|1L 86-36

(U} Dissemination

Lm!mmm]mi U.S. person ddu to a customer and an NSA data repository.

la SIGINT analyst sent an ¢

discovered by the recipient. who deleted the ¢

analyst subsequently deleted the e

(U) Collection

) (

(b) (1)
(b) (3)-18 UsSC 798
(b)(3) -50 USC 3024 (1

(3)-P.L. 86-36

>~mail umlmnmg

The mistake was

-mail and requested a minimized version. The
Y

-mail and resent the e-mail with minimized data. The co
containing unminimized U.S. data sent to the data repository w as da., l 1|

)"'(3) -P.L.

86-36

|\c‘lt.{.l(}|k were tclwktd at a

b\ an Jna,]\ st \\hu was unaware that | Idld Mot have authorization to task under the FAA.
Responsibility for the selectors was transferred to an NSA Washington organization authorized
to conduct FAA-related tasking.

(U) Counterintelligence Activities

(U) Nothing to report.

TOPSECRETS

CONNTY

10

NOTFORN

)

)
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-50"USC-. 3024()
P.L. 86-36"

')(3)

3} To reduce the risk of unauthorized telephony LO”LLU()I] dnd |mc\ ent violations.
\S '\ msnmud a process to give analysts greater and faster insight i into a tareet's locatigiy;

[In lhc‘ Fhﬁlzm\:cs when collection

occurted, 11 was purged from NSA databases.

| NSA analysts found]  E-mail selectors|

| nuewon
occurred lnl |0t t‘hq |&-nsl-mweﬁ--ﬂnd was-purged-from N-S;"\-"dmahaseﬁ':" e (b) (1)

FSHSHRE HESATYEY) Although notv iolations 01‘ E 0. 12333 and related dzreuu\
NSA/CSS rcpm'ikljnsl ances in which database access was not h.[mmdled when access was
no longer required. Once identified. the accesses were tumin’lls.d Additionally, there were two
instances of account sharing] | an instructor in a training class accessed
the computer and SIGIN'T database account of a student and queried a fictitious selector. The
instructor was teaching the class at a location away from NSA Headquarters. and ¢ould not
access his computer account or database. Two problems occurred. The first is that the instructor
accessed another's computer and database account. The second is that he did not vet his
fictitious query to ensure the selector did not belong to a U.S. person. An analyst stopped the
instructor and deleted the results of the database query.[ [NSA learned
that two SIGINT analysts were using a third analyst’s account to access NSA databases.
Although the two analvsts were authorized to access the databases. their actions violated NSA
computer security policies. The analysts™ database accounts were disabled and later restored due
to critical mission support requirements.

2. (UIFFOUYO) NSA Office of the Inspector General Intelligence Oversight
inspections, Investigations, and Special Studies

(UAOH6) During this quarter, the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with statutes. Executive
Orders. Attorney General procedures, and Department of Defense (DoD) and internal directives.
With few exceptions. the problems uncovered were routine and showed that operating elements
understand the restrictions on NSA/CSS activities.

() (1)
(U/Aet6r Misuse of the U.S. SIGINT System (USSS) (b) (3)-P.L. 86-36
s | |‘LIT‘1"."'\}'ITI\" analyst assigned to
the| reportedly queried n violation of

(b) (1)
(b) (3)-P.L. 86-36 (b) (3)-50 USC 3024 (1)
b) (3

(b) (3)-P.L. 86-36




. Oes

wn
w (7"h

. USSID SP0018. Reportedly, the analyst queried the foreign numbers to aid in learning the
\ language. The analyst's action was not in support of his official, mission-related duties.
The analyst's database access and his access to classitied information have been suspended.

(U) Congressional, 0B, and DNI Notifications - . (b) (3)-P.L. 86-36

SN NSA orally notified the Congressional Oversight Committees
tha.il errors, raw data gathered for Computer Security (COMSEC)
purposes was available 1o non-COMSFEC elements at NSA

I\\ hile no U.S. person data was included in any SIGINT upumn“
t.hesc| errors viol: ued procedures outlined in the National
Telecommunications and Information Systems Security Directive (NTISSD 600) that u.\lmt
access to raw COMSEC data to puwnml authorized o perform the COMSEC m;mnn \\ A
has taken appropriate action to correct lh; umrs &

3. (U) Substantive Changes to the NSAICSS lntelhgence Oversight Program
(1)) Nothing to report.
4. (U) Changes to NSA/CSS published directives or pchcles concernmg

mte[hgence counterintelligence, or intelligence-related actrvmes and the reason
for the changes :

(b) (1)
o (b) (3)-18 USC 798
(U) Nothing to report. (b) (3)-50 USC 3024 (1)
' (b) (3)-P.L. 86-36

5. (U) Procedures governing the activities of DoD intelligence components that
affect U.S. persons (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters
Related to Intelligence Oversight Programs

(U) Nothing to report.

TOP SECRET/C O T NOFORS
] 1



